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ABSTRACT

During the clandestine data transmission, to protect a secret data from the hackers or intruders is one of the difficult task. In this
era, when technology grows, simultaneously the challenges of the technologies also increasing rapidly. In connection with that,
while selecting any technology for the particular process, we are in position to check strengthen of the technology towards to the
attackers or hackers. In this paper, we have been presenting a comparison statements of different secret image hide methods. To
prepare this comparison, we have chosen two popular image hide methods of steganography and visual cryptography. The
steganography is a secret image encode method, which will encode a secret image into non-secret cover image. On other hand,
visual cryptography is an image hide method. In this method, the original secret image is split into different shares. A single share
will not be described the original information. However, the original information can be retained when combining all shares
together. In this proposed work, both methods are differentiated based on the different parameters of reconstruction quality,
execution time, method strength and complexity.
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I. INTRODUCTION

The real meaning of steganography is “a practice of information acting as keys that determine the existence
concealing messages/information (image, video, audio, of hidden information [2].
etc.,) within other non-secret massage/information” and Jozef Lubacz, et al., [3] had discussed about basic
it was invented in 1499. Example, a hidden message is principles of network steganography, which was a
an invisible after the encode process, however, may not comparatively new research subject in information
find any big differences between original and encoded hiding, followed by a concise overview and classifica-
non-secret images in human eye perception. Mostly, this tion of network steganography methods and techniques.
technique is using to send a secret message via non- Keren Wang, et al., [4] had proposed a method for
secret message in defense and telemedicine. This detection of motion vector-based video steganography.
technology can be classified into two different types of The modification on the least significant bit of the
encode and decode processes. In encode process, the motion vector was modeled. The influence of the
original secret information and non-secret information embedded operation on the sum of absolute difference
are encoding to get a stegano information. The stegano (SAD) was illustrated. Experiments were carried out on
information is an encoded information. This stegano videos corrupted by various steganography methods and
information is sent to the receiver or authenticated encoded by various motion estimation methods, in
person for decoding process. In receiver side, the various bit rates, and in various video codecs. Perfor-
stegano information is decoding for reconstructing the mance results were also demonstrated and its more
original secret information and non-secret information. favorable for real-world applications.

In this decode process, the exact replica of the non-secret Another foremost image hiding cryptography
image may not be reconstructed but it may reconstruct method is called Visual Cryptography (VC). The main
the exact replica of the secret image. difference between VC and steganography is that, the

Toma§ Denemark Denemark et al., [1] have propo- steganography is hiding a secret image into non-secret
sed a steganography method in 2016. They used feature image, however, after encoded process a hidden image

sets as a starting point in their paper and extend their will not be visible. In visual cryptography, the original
design to incorporate the knowledge of the selection secret image is spit into different shares. While seeing
channel. This was achieved by accumulating in the the spilt shares, secret information could not able to

histograms a quantity that bounded the expected abso- predicted. Although, when merging all shares together a
lute distortion of the residual. The proposed features secret information may be predicted. Nazanin Askari [8]
could be efficiently computed and provided a substantial had presented a new method for processing halftone
detection gain across all the tested algorithms especially images that improves the quality of recovered secret
for small payloads. Alexandre Santos Brandao and images in a VC scheme. The proposed approach had

David Calhau Jorge [2] had pro-posed a technique to mitigated the two traditional problems in VC of pixel
transmit information efficiently and securely to hide expansion and loss of contrast. Based on this processing
confidential data on apparently innocent messages using stage, this paper had proposed and demonstrated the
a steganography method. The insertion technique was results of two applications of VC on halftone images,
used in the least significant bit (LSB) to insert an image one application in multiple VC, and the second in
into a digital picture. Artificial Neural Networks were extended VC. Both applications function were without
used in the process of reconstruction of encrypted pixel expansion, with enhanced visual quality of the
recovered secret image.
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Manimrugan, et al., [5] had proposed a secure
medical image Lossless Compression (LC) schemes. In
this proposed method, the original input grayscale
medical images were encrypted by Tailored Visual
Cryptography Encryption Process (TVCE). To generate
those encrypted images, four types of processes were
adopted which played a vital role. They were claimed
that, the proposed technique could be implemented in
the field for storing and transmitting medical images in
a secure manner. The Confidentiality, Integrity and
Availability (CIA property) of a medical image had also
been proved by the experimental results [5-7].

From the above words both methods (visual
cryptography and steganography) are doing a crucial
role in terms of image hiding. However, in this paper,
we have presented positive and negative points of both
methods. In section Il is discusses about steganography
and visual cryptography is discussed in section I11. Both
methods are compared in section 1V. Finally, the work
is concluded in section V.

Il. STEGANOGRAPHY

The steganography is a cryptographic method
where a secret image can be hide into inside of the other
non-secret image. This method can be classified into two
different processes.

Fig. 1. Overview of the steganography method

One is encode process, in this process, a secret
image and non-secret images are together converted as
a stegano image (encode image). Another process is
decoding process, in this process, a stegano image is
decoded for retrieving the secret and non-secret images
in figure-1. To encode and decode there are different
steps are doing vital roles. Those steps are as follows,

a. Encode process in sender side
1. Getasecret image.
2. Geta cover image.
3. Find the least significant bits in each pixel of
cover image.
4. Replace the secret image bits into cover image
least significant bits.
5. Prepare the header information.
6. Send the encoded/stegano image to receiver.
b. Decode process in receiver side

1. Get an encoded/stegano image from the sender.
2. Focus on every pixel least significant bits.
3. Reconstruct the secret image from the

significant bits of encoded image.
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4. Check the integrity constrains to ensure the
secret image.

5. If secret image is not an exact replica of the
original, then send a request to the sender for
resend encoded image.

6. Reconstruct the cover image.

In equation 1, Y%7 ._,A;; is a secret image and
Yizo =0 Cij is a cover image. It means, the original
secret image and cover image are encoded. After the
encode process, the output of the image is called stegano
image Y20 -, D;,;- The equation 2 and 3 are described
about, how the secret image bits are encodeed into cover
image least significant bits during the encode process.
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The encoded image and given cover image
differences will be calculated after the encode process.
An important limitation is that, the exact replica of the
cover image will not retain from the decode process.
Once the reconstruction process is over, the reconstruc-
ted secret image is to be tested for assuring the original
one or not [12-14]. The main advantage of this method
is that, third parties/ intruder can’t able to think or
identify what is inside of the cover image. Because,
there is no differences between cover image and enco-
ded images in human view perception [15-17].

1. VISUAL CRYPTOGRAPHY

This section discusses the foremost cryptography is
visual cryptography. The main aim of this crypto system
is that, the original secret image is split into unpre-
dictable shares. These shares are may sent to the receiver
for reconstruction process. During the reconstruction
process every share must be presented. In case during
reconstruction process even one share is not presented,
the original secret image can’t able to retain.

Hal this is
the
confidential
information

Hai this is
the
confidential
information

Fig. 2. Flow diagram of visual cryptography

The visual cryptography can be classified into two
different processes of encryption and decryption. An
encryption, the original image is converted into n
number of the shares. These shares are may transfer via
network to receiver [8]. In decryption process, to
reconstruct the original secret image every share must
be presented. Even one share is not presented, we can’t
able to retrieve the original secret information. This is
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the main difference between steganography and visual
cryptography.

Fig. 3. 8-bit Binary conversion
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There are different steps are involved in encryption
and decryption. Those steps are as follows,
a. Encryption process

1. Get the original secret image.

2. Define the reference matrix as given in the
figure 4.

3. Convert given secret image pixel into
corresponding 8-bit binary.

4. Based on the reference matric of 1 and 0, the
corresponding value is substituted in the other
share matrixes

5. The output of this process is secret shares and
it may send to the receiver

b. Decryption process

1. Getall secret shares from the sender.

2. Useinverse matrix of 1 and 0 for reconstruction
process.

3. Take different shares bits and match with
reference matrix for retain the original secret
information

4. The reconstructed information may apply to
the integrity test

5. If the original secret information is not ensure
during the integrity test then send the request to
the sender to resend the shares.

Share 1 Share2

Share 1  Share2

Fig. 4. Reference matrix of 1 and 0 bits for substitution

Many authors have invented the visual cryptography
for the different applications. In which Manimurugan et
al., [5] have proposed different visual cryptography
schemes for different applications. The positive points
of their work were that the reconstructed image quality
is good.

Main Matrix

Second split
i

Fig. 5. Secret shares creation process

They have used the same method for medical
images. The main objective of their work was that, ori-
ginal medical image was encrypted by tailored visual
cryptography and the same encrypted image was comp-
ressed by their own proposed lossless compression algo-
rithm [5-7].

XSGy = Conggpin [£.5G )] = E Bing,j) )
Y Bingjy @172 Ry = L Shj + X Shyy  (5)

The equation 4 and 5 are described about how the
original information is converted into corresponding
binary values and the same binary image and reference
matrices are combined for generating the secret shares
of X Sh; ;yand X Sh}i_j-). In addition, the figure 5 is illus-
trated about the share creation process. In this process,
the first step is indicating that, from the main matrix a
first bit is identified and based on the identified bit the
corresponding reference matrix will be chosen. In
second step, from the chosen reference matrix, the first
column value is placed in first share and second column
values of reference matrix are placed in another matrix
in third step [9, 10].

TABLE 1: COMPARISON OF STEGANOGRAPHY AND
VISUAL CRYPTOGRAPHY

Image Steganography Visual Cryptography

Execution time Execution Time |
(Se0) PSNR(dB) (5e0) SNR(dB)

Encode |Decode Encode Decode

4.34 3.25 47.36 4.39 3.25 46.33

5324 | 458 48.25 5.56 6.49 45.23

4.59 4.36 49.25 5.25 6.11 44.76

5.48 4.39 48.59 6.04 5.59 45.16

4.48 5.23 49.04 5.05 5.24 44.74

OO |W|IN|F-

4.57 5.12 50.26 5.42 4.57 45.07

IV. COMPARISON AND DISCUSSIONS

In this section, visual cryptography and steganogra-
phy methods have been compared. For this comparison,
we have taken lot of grayscale images. However, in this
presentation, we have been enclosing the six grayscale
medical images for both methods. Those images are
illustrated in figure 6.

In steganography, the CAG image is considering as
a cover image. Inside of this image a secret information
has been hidden in figure 7. During this encode process,
the given cover and secret images are converted into
binary. In addition, the cover image least significant bits
are replaced by a secret image bits. In figure 8 has been
illustrated that, a secret image is CAG in VC.
2

Image-1(CAG) size is 256 kb

Image-2(CT) sizeis 256 kb Image -S(US) size is 256 kb

i
LA L

Image -6 (X-Ray) size is

Image-3 (Echo) size is 256 kb

Image-4 (MRI) size is 256 kb

Fig. 6. The grayscale medical images
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This image is segregated into n numbers of shares
in an encryption process. In this process, the given secret
image is converted as binary and the same binary image
is segregated into different shares by reference matrices
[11].

This is a
secret image

Cover image

Stegano image

Fig. 7. The encoding process of steganography

TABLE 2: COMPARISON-II OF STEGANO & VISUAL

CRYPTOGRAPHY
Steganog Visual
raphy Cryptography
Strength 4 5
Complexity 3 4
Reconstruction guality 4 3
Pixel expansion X 4

The table 1 is illustrated about encode, decode and
Peak signal to noise ratio (PSNR) performances of both
methods. In result, the visual cryptography encryption
process time is greater than steganography encodes
process time.

Secret Image

Share 1

n'® share

Fig. 8. The encryption process of visual cryptography

This differences are happened due to the pixel
substitution in Visual cryptography. Same differences in
decode process also. While comparing based on the
PSNR, steganography is providing the better result than
Visual Cryptography in figure 9.

Execution time of both methods

sboll

1 2 3

4

——S. Encode V Encrypt S Decode V Deerypt

Fig. 9. Execution time comparison
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This occurred due the pixel expansion process. In
order to improve the quality of the reconstructed image
post/pre-processes are doing a vital role in Visual
Cryptography (VC).

In table 2 is illustrated that, other parameters of
strength, complexity, reconstruction image quality and
pixel expansion. We have rated the numbers from 0 to
5. 0 is minimum and 5 is maximum. In this connection,
the VC is providing the maximum strength than the
steganography. The reason is behind that, when the pixel
is expanded, the algorithm strength and complexity will
be increased rapidly. In steganography, the least
significant pixel only doing an important role to
substitute the secret bits. When compared with
algorithm complexity both methods are providing the
good complexity. However, comparing both, VC is
providing higher result than steganography.

PSNR of both methods

Fig.10. PSNR comparison

About reconstructed image quality steganography
is provided the higher result than VVC. The reason is,
when pixels has expended then it’s very hard to retain
the original quality of the image.

Comparision of both methods

Strength Complexity Reconstruction quality Pixel expansion

Stegano Visual

Fig.11. Based on other performances comparison

Very hard to hack the both methods encoded secret
images by the intruder or third parties. Finally, in order
to pixel expansion the VC is providing the better
security than the steganography.

V. CONCLUSION

In this paper, we have presented steganography and
visual cryptography performances. In result, every
method is providing a fabulous performance in terms of
algorithm strength, complexity, reconstruction quality
and security. Due to the pixel expansion and reference
matrix substitutions the visual cryptography has provi-
ding better results. However, the reconstruction of the
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image quality is not up to the mark. To improve the
reconstruction image quality, it needs pre-or post-
process. On other hand steganography also providing
good results. When compared with VC its performances
are less. Although the reconstruction image quality is
higher than the VC.
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