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ABSTRACT 
 Wireless sensor networks (WSNs) is one of the most challenging technologies with many application ranging from health care 

to military applications. In many important military and commercial applications, it is critical to protect a sensor network from 

malicious attacks. One of these attacks which is hard to detect and mitigate is wormhole attack which presents a demand for 

strengthen the security mechanisms in the network. In this paper, the performance of zigbee based wireless sensor networks 

using routing protocols with wormhole attacks has been investigated. This Paper illustrates how wormhole attacks can affects the 

performance of Ad hoc On-Demand Distance Vector (AODV) routing protocol, Optimized Link State Routing (OLSR) and 

Zone Routing Protocol (ZRP) in zigbee based WSN by using Qualnet Simulator 5.0. The metrics used to analyse the 

performance of routing protocol of WSNs are throughput, Average end-to-end delay and total energy consumption of sensor 

network. 
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I. INTRODUCTION  

Wireless sensor network is one of the most growing 

technologies for sensing and performing the different 

tasks. Such networks are beneficial in many fields, such 

as environmental control, military, industries, health 

monitoring, etc. However, these networks are easily 

prone to malicious nodes and physical attacks due to its 

deployment in hostile environment, distributed nature, 

multi-hop communications and untrusted broadcast 

transmission media. Security is a fundamental require-

ment for these networks. Sensor networks are particu-

larly vulnerable to several key types of attacks. Attacks 

[1] can be performed in a variety of ways, particularly 

Denial-of-Service (DOS), jamming, flooding, eavesd-

roping, node tampering and hole attacks. 

    In WSN, many routing protocols are vulnerable to 

security attacks like wormhole, sink hole, black hole 

and other attacks [2,3,4]. A wormhole attack is one of 

the severe attacks in WSN and adhoc networks that is 

particularly challenging to defend against. The worm-

hole attack is possible even if the attacker has not com-

promised any hosts and even if all communication pro-

vides authenticity and confidentiality. In the wormhole 

attack, an attacker receives packets at one location in 

the network, tunnels them to another location and retra-

nsmits them there into the network. tunnels them to 

another location and retransmits them into the network. 

The wormhole attack can form a serious threat in wire-

less networks, especially against many routing proto-

cols of WSN. In this paper an attempt has been made to 

compare the performance of different routing protocols 

such as AODV, OLSR and ZRP with wormhole attacks 

in IEEE802.15.4 based WSN. 

 The rest of the paper is structured as follows. Section 

II describes the overview of reactive, proactive and 

hybrid routing protocols. In Section III, Wormhole 

attacks have been discussed. Section IV and V discu-

sses about the Simulation environment and results. 

Finally, a conclusion summarizes the paper.  

I. ROUTING PROTOCOLS 

A.  Reactive Routing Protocol: The AODV routing 

protocol [5] is intended for Mobile Ad hoc NETwork 

(MANET) and sensor networks. AODV is a reactive  

 

routing protocol [5]. It uses an on-demand approach for 

finding routes, that is, a route is established only when 

it is required by a source node for transmitting data 

packets. AODV has two basic operations: route disco-

very and route maintenance. AODV uses Route Requ-

est (RREQ), Route Reply (RREP) and Route ERR or 

(RERR) messages to find and maintain the routes. In 

route discovery, when a source node requires a route to 

the destination node for which it does not have a route, 

it broadcasts a RREQ packet in the network. An RREQ 

packet includes source IP address, destination IP addr-e 

ss, source sequence number, destination sequence num-

ber, request ID, and hop count 

     If a node receives a route request that has the same 

source address and request ID fields as in previous route 

request packets, it discards the packet. Otherwise it 

checks if there is an entry in its routing table for the 

destination address. If there is that address, then the 

destination sequence number in the table is compared 

to the destination in its routing table, and if it cannot 

reach the destination through that route, it increments 

the destination sequence number and sends a route 

request. Therefore, the destination sequence number 

indicates the route freshness.  If a router has an entry 

for the destination in its table, and the sequence number 

for the request is lesser than the sequence number for 

the destination in its table, and the sequence number for 

the request by the router is fresher than the one known 

by the router that sends the request. In this case the 

receiver sends a RREP. The RREP is forwarded back to 

the source node through the route where the request is 

received. In route maintenance, when a link breakage in 

an active route is detected, the node notifies this link 

breakage by sending a RERR message to the source 

node. The source node will reinitiate the route disco-

very process if it still has data to send. 

B.  Proactive Routing Protocol: OLSR is a proactive 

routing protocol [6] optimized for mobile ad hoc net-

works, which can also be used for WSN. The protocol 

inherits the stability of a link state algorithm which 

uses hello and Topology Control (TC) messages to 

discover and then disseminate link state information 
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throughout the network. Individual nodes use this topo-

logy information to compute next hop destinations for 

all nodes in the network using shortest hop forwarding 

paths.  

 OLSR minimizes the overhead from flooding of 

control traffic by using only selected nodes, called 

Multipoint Relay (MPR), to retransmit control messa-

ges. This technique significantly reduces the number of 

retransmissions required to flood a message to all nodes 

in the network.  

 Secondly, OLSR requires only partial link state to 

be flooded to provide shortest path routes. The minimal 

set of link state information required is, that all nodes, 

selected as MPRs, must declare the links to their MPR 

selectors. Additional topological information, if pres-

ent, may be utilized e.g., for redundancy purpose. OLSR 

may optimize the reactivity to topological changes by 

reducing the maximum time interval for periodic cont-

rol message transmission.  

    Furthermore, as OLSR continuously maintains routes 

to all destinations in the network, the protocol is bene-

ficial for traffic patterns where a large subset of nodes 

are communicating with another large subset of nodes, 

and where the [source, destination] pairs are changing 

over time. The protocol is particularly suited for large 

and dense networks, as the optimization done using 

MPRs works well in this context. 

C.  Hybrid Routing Protocol: ZRP is a hybrid wireless 

networking routing protocol [7] that uses both proac-

tive and reactive routing protocols when sending infor-

mation over the network. ZRP was designed to reduce 

the control overhead of proactive routing protocols and 

decrease the latency caused by routing discovered in 

reactive routing protocols.  

      ZRP is formed by two sub protocols, a proactive 

routing protocol: IntrA-zone Routing Protocol (IARP) 

is used inside routing zones and a reactive routing pro-

tocol: Inter-zone Routing Protocol (IERP)is used betw-

een routing zones, respectively. A route to a destination 

within the local zone can be established from the 

proactively cached routing table of the source by IARP; 

therefore, if the source and destination is in the same 

zone, the packet can be delivered immediately.  

II. WORMHOLE ATTACKS 

In wormhole attack [8], an attacker or a malicious node 

can eavesdrop or receive data packets at a point and 

transfer them to another malicious node, which is at 

another part of the network, through an out-of-band 

channel. The second malicious node then replays the 

packets. 

 
Figure 1: Wormhole attack 

 

      

This makes all the nodes that can hear the trans-

missions by the second malicious node believe that the 

node sent the packets to the first malicious node is their 

single-hop neighbor and they are receiving the packets 

directly from it. For example, the packets sent by node 

A are also received by node W1, which is a malicious 

node. Then node W1 forward these packets to node W2 

through a channel which is out of band for all the nodes 

in the network except for the adversaries. Node W2 

replays the packets and node F receives them as if it 

was receiving them directly from node A.  The packets 

that follow the normal route, i.e A-B-C-D-E-F, reach 

node F later than those conveyed through the wormhole 

and are therefore dropped because they do more hops. 

Wormholes are typically established through faster 

channels.  

 The figure 1 shows the illustration of wormhole attack. 

Wormholes are very difficult to detect and can impact 

on the performance of many network services such as 

time synchronization, localization and data fusion. This 

attack also forms a serious threat in wireless networks, 

especially against routing protocols. Routing can be 

disrupted when routing control messages are tunneled. 

This tunnel between the two colluding attackers is 

referred as wormhole. 

III. SIMULATION ENVIRONMENT 

 The performance analysis of different routing pro-

tocols such as AODV, OLSR and ZRP with wormhole 

attack in IEEE 802.15.4 based WSN is simulated using 

Qualnet 5.0 [9]. The table I shows the configuration of 

simulation parameters used for the WSN scenario. 
 

TABLE I: Simulation parameters 

Parameters Value 

Terrain Size 400 x 400 m2 

Number of Nodes 50 

MAC Protocol MAC 802.15.4 

Routing Protocols AODV,  ZRP,OLSR 

Items send 1000 packets 

Packets Size 50 bytes 

Simulation time 18 minutes 

Mobility model Random Way Point 

 Mobile speed (mps) 10 mps 

Wormhole attack ( no’s) 1 to 10 

Energy model Mica-Motes 

Full Battery Capacity  1200 mA.h 

 

 

 
Figure 2:  WSN Scenario with Wormhole attack 

 

Figure 2 illustrated the wireless sensor network 

scenario, consisting of 50 nodes deployed over a terrain 

with size of 400 x 400 m2
.   In this scenario, the nodes 
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30, 47 and 29 are considered as source nodes to send 

the sensed data towards the PAN co-ordinator (node 

10) in presence of wormhole attacks. 

IV. SIMULATION RESULT AND DISCUSSION 

The impact of wormhole attacks on different 

routing protocols such as AODV, OLSR and ZRP of 

WSN with fixed and mobile nodes is studied. From 

this, the performance metrics [10] such as throughput, 

end-to-end delay and energy consumed by nodes in 

transmit, receive, idle and sleep mode are determined. 

 
Figure 3: Throughput due to wormhole attack on                 

AODV, OLSR and ZRP for static WSN. 
  

Figure 3 shows the effect of throughput on AODV, 

OLSR and ZRP routing protocol in the presence of 

wormhole attack.  It is observed that the throughput 

decreases with increased number of wormhole attacks 

for all the routing protocols. It is clear that ZRP has 

highest throughput and OLSR has lowest throughput. 

Further the performance of ZRP and AODV is better 

than OLSR under wormhole attacks comparatively.  

The reason for the degradation of throughput perform-

ance of routing protocols is due to the increased packet 

loss in the presence of wormhole attack. 

 
Figure 4: Throughput due to wormhole attack on  AODV,  

OLSR and ZRP for mobile WSN with node speed 10 m/s. 
 

It is inferred from the figure 4 that the throughput is 

decreased with increased number of wormhole attacks. 

It shows that performance of ZRP and AODV is better 

in terms of throughput than that of OLSR compara-

tively. ZRP has highest throughput than that of AODV 

and OLSR.  

    
 Figure 5: Average end-to-end delay due to wormhole 

attack on AODV, OLSR and ZRP for static WSN. 
 

Figure 5 portrays the effect of average end-to-end delay 

of AODV, OLSR and ZRP routing protocol by incre-

asing the wormhole attacks in static WSN. The result 

depicts that the average end-to-end delay also increases 

with increased number of wormhole attacks for all the 

three routing protocols. On comparing the three routing 

 
Figure 6: Average end-to-end delay due to wormhole attack 

on AODV, OLSR and ZRP for mobile WSN 
 

Figure 6 depicts the average end-to-end delay analysis 

of AODV, OLSR and ZRP routing protocol due to 

wormhole attack in mobile wireless sensor network 

with node speed of 10 m/s. It is also inferred that the 

average end-to-end delay increases drastically with 

various number of wormhole attacks for three routing 

protocols. It shows that OLSR and ZRP routing proto-

col performed better than AODV comparatively. AODV 

has highest delay while OLSR has lowest delay due to 

regular update of routing table.   

 
Figure 7: Energy Consumed in Static WSN without Worm-

hole attack. 
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TABLE II 

Energy Consumed  

  (mJoule) 
AODV ZRP OLSR 

Transmit mode 0.36 2.5 0.99 

Receive mode 8.2 28.66 14.1 

Idle mode 8.5 44.47 15.8 

Sleep mode 1.2 0.91 1.1 
 

Figure 7 and table II shows the energy consumption of 

nodes in transmit, receive, idle and sleep mode in static 

wsn without wormhole attack. The AODV has very 

less energy consumption than that of OLSR and ZRP. 

AODV performed better than OLSR and ZRP in terms 

of Energy consumption. 
 

 
Figure 8: Energy Consumed in mobile WSN without Worm 

hole attack 
 

TABLE-III 

Energy Consumed  

  (mJoule) 
AODV ZRP OLSR 

Transmit mode 0.38 2.4 0.99 

Receive mode 8.1 33.2 14.9 

Idle mode 22.88 56.8 27.7 

Sleep mode 1.11 0.82 1.05 
 

Figure 8 and table-III shows the energy consumption of 

nodes in transmit, receive, idle and sleep mode in 

mobile wsn without wormhole attack.  It is clear that 

the AODV has very less energy consumption than that 

of OLSR and ZRP. Hence AODV performed better 

than OLSR and ZRP in terms of Energy consumption. 
 

 
Figure 9: Energy Consumed in static WSN without Worm 

hole attack 

TABLE-IV 

Energy Consumed   

 (mJoule) 
AODV ZRP OLSR 

Transmit mode 1.08 6.58 2.3 

Receive mode 9.4 55.1 21.62 

Idle mode 18 48.35 29.3 

Sleep mode 1.2 0.87 1.1 

     Figure 9 and table-IV illustrates the energy consum-

ption of nodes in transmit, receive, idle and sleep mode 

in static wsn with wormhole attack.  It is inferred that 

the AODV has very less energy consumption than that 

of OLSR. Hence AODV has better performance than 

OLSR and ZRP in terms of Energy consumption. 
 

 
Figure 10: Energy Consumed in mobile WSN with Worm 

hole attack 
 

TABLE-V 

Energy Consumed   

 (mJoule) 
AODV ZRP OLSR 

Transmit mode 1.08 6.37 2.3 

Receive mode 9.6 57.7 22.17 

Idle mode 21.4 53.163 24.5 

Sleep mode 1.2 0.834 1.1 
 

Figure 10 and table-V shows the energy consumption 

of nodes in transmit, receive, idle and sleep mode in 

mobile wsn with wormhole attack. It is inferred that the 

AODV has very less energy consumption than that of 

OLSR and ZRP. Hence AODV has better performance 

than OLSR and ZRP in terms of Energy consumption. 
 

II. CONCLUSION 

In this investigation, the performance metrices such as 

throughput, average end-to-end delay, node energy 

consumption of AODV, OLSR and ZRP routing proto-

cols with wormhole attacks is evaluated in static and 

dynamic wireless sensor networks. It is verified thro-

ugh the simulation results that the decreased through-

put, increased average end-to-end delay, and more 

energy consumption for increased wormhole attacks 

degrades the performance of routing protocols such as 

AODV, OLSR and ZRP. However, ZRP has highest 

throughput and OLSR has lowest average end-to-end 

delay, due to very less throughput of OLSR and more 

energy consumption of ZRP and OLSR, AODV has 

better overall performance in terms of throughput and 

end-to-end delay than other two protocols compara-

tively. Finally, it is concluded that the routing protocols 

AODV OLSR and ZRP are still vulnerable to worm-

hole attacks. Hence it is required to design a secure 

routing protocol to prevent the security threats in 

wireless sensor networks in future. 
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