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ABSTRACT 
   Modbus is a common industrial field control bus protocol which is not only used in a wide variety of industrial applications 
like SCADA systems but also commonly used in building management systems(BMS) across the globe.Buildings generally use 
BTU,Water,Energy meters that operate on M-bus standard.M-bus devices cannot communicate directly with a Modbus based 
Building Management System(BMS).The network level incompatibility of a M-bus device to communicate with a Modbus 
master can be overcome by using a protocol conversion device having low conversion delay time and suitable voltage 
adjustment circuits.My project will focus on building a protocol conversion gateway for the M-bus slaves to communicate with a 
Modbus based master with minimum time delay using RS232 based serial medium for communication.

Index Terms: M-bus protocol, Modbus protocol, protocol nversion,BMS,BAS,Building Automation System,Building 
           Management System.

I.  INTRODUCTION 
Nowadays we might come across Building Automation 
Systems(BAS) /Building Management System(BMS) 
using common industrial SCADA systems that use 
modbus and profibus protocols for their operation. An 
interesting observation to be made in this context is 
usage of m-bus meters as slave devices on the building. 
Meter bus(m-bus) is a  popular European protocol 
used in buildings and industry as a high speed protocol 
for standalone readout of consumption meters like 
electricity, water and gas..A set of different protocols 
like modbus and m-bus requires hardware and software 
level changes to communicate wz accomplish the task. 
My project focuses on the software level details 
involved in changing the modbus to mbus protocol 
.This paper is divided into four sections ,the first 
section will focus on the technique involved in 
obtaining the incoming frames from the mbus slave 
section and identifying the data sender’s id and 
classifying the kind of data obtained after scrutinising 
the mbus frame within the protocol conversion board. 
The second section of this paper is the protocol 
conversion part ,wherein the data from the m-bus slave 
is extracted and enclosed within a modbus response 
frame. The third section of this paper will focus on the 
latency involved in the entire transaction between the 
Building Automation System (BAS)/ Building 
Management System (BMS) and m-bus slave devices 
connected in a daisy chain configuration.  The final 
section of this paper will focus on the hardware 
implementation used and the scope of improvements in 
the protocol conversion library such as securing the 
modbus frame being generated by the protocol 
conversion board using Tiny Encryption Algorithm.The 
scope of this project is vast with many befitting 
stakeholders,for example : The need to add a m-bus 
based European meter in a modbus based SCADA 
network.Other advantages of this modbus to m-bus 
protocol conversion library is that it can be easily 
implement encryption modules within the converted 
frames and also verify the incoming encrypted frames 
after decrypting it. This project uses an Atmega 2560 
low cost development board for implementing the 

Modbus to m-bus protocol converter a modbus master 
simulator software modscan32 for simulating the 
BMS’s master section. Two m-bus slaves have been 
used as a part of the slave section. Each of the m-bus 
slaves operate on predefined m-bus long, short and 
acknowledgement frames and are connected using the 
common daisy chain configuration with line 
termination resistances at the transmit and receive 
sections.

II.M-BUS FRAMES & DATA INTERPRETATION
M-bus frames are divided into short frame, long frame, 
control frame and acknowledgement frames.The 
protocol converter board has to understand the structure 
and significance of these frames to perform the 
protocol conversion in a successful manner. A brief 
overview of the four different frames:-
A. Acknowledgement frame/Single character frame:-
The acknowledgement frame or single character frame 
is used to acknowledge the incoming frames from the 
master. A master device that operates on modbus 
protocol does not need separate frames for the purpose 
of acknowledgement. Hence the E5 single character 
frame from the m-bus slave device is generally 
discarded during continuous operation and a write 
response without any data or null is sent to the modbus 
master simulator from the protocol conversion board. 
E5
B. Short frame:-
The short frame uses only two fields the control and 
acknowledgement fields. This frame could be used to 
identify the m-bus slave meter that is sending sending 
the responses to the modbus master. Hence this frame’s 
converted value will translate into a simple write 
response frame with the meter id as the write data in 
predefined modbus mapped locations
Modbus master request: For reading acknowledgement 
S.ID 0x03 S.ADDRESS LENGTH CRC

M-bus response:Short Frame
10h C 

Field
A-Field Checksum (CS) 16h
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Equivalent modbus response:Single write
M.ID 0x06 S.ADDRESS LENGTH DATA=1 CRC

M.ID Refers to the id of the master which is usually set 
as one. The next frame 0x06 is the modbus code for 
single write which is followed by the starting address 
for setting data as 1 in predefined locations for 255 m-
bus slaves. The start address location is set depending 
on the slave which transmits the short frame. 
C. Control frame:-
A control frame is used to manipulate the slave 
device’s internal settings using the data from the CI 
field or the control information field. The control 
information field is used to differentiate between the 
frames and their types besides providing instructions to 
perform actions in master and slave.The proposed 
protocol conversion library will hold logical data about 
the control frame and will convert the m-bus frame into 
an equivalent modbus write or read frame.

Modbus master request: For changing setting meter 
settings:
S.ID 0x10 S.ADDRESS LENGTH CRC

 M-bus response:Control frame
68h L L 68h C A CI CS 16h

D. Long frame:-
This is the most important frame of all, it contains the 
data logged in by the m-bus meter on the BMS/BAS 
system.It also contains the type of data information , 
for example: energy readings, water consumption 
readings.The converter board uses libraries that are able 
to distinguish between the type of the data and map the 
respective data into pre-defined modbus locations. The 
value is written on the location only if it satisfies the 
TES(tiny encryption standard) criteria and meets 
stipulated frame size and CRC values. 

Modbus master request: For reading acknowledgement 
S.ID 0x03 S.ADDRESS LENGTH CRC

M-bus response:Long Frame
68h L L 68h C A CI UD CS 16h

Equivalent modbus response:Multi write
M.ID 0x10 S.ADDRESS LENGTH DATA=1 CRC

III.PROTOCOL CONVERSION
A protocol converter device is usually used to make 
conversions between two different protocols 
communicate with each other and enable transactions 
between the two different systems. A protocol 
conversion device should contain information about the 
key parameters used within the protocols and mapping 
information for the converted frames. The library size is 
compact and can easily fit inside the atmega 2560 flash 
memory without any complicated paging logic for 
accessing the protocol information database. The 
internal settings about the m-bus devices is stored in the 
inbuilt EPROM of the atmega 2560.The settings stored 
are ID information and type of meter code information. 
Rest of the confidential details like billing information 
and consumption details are stored in the modbus 

master section of the system. The m-bus meter does not 
hold any information apart from the Manufacturing ID 
number and type of meter details.Rest of the details are 
transmitted directly to the protocol conversion device 
after a brief interval of time set by the modbus master 
device.  

Figure 1:

The proposed modbus to m-bus library uses a simple 
mechanism as shown in Figure 1. First a Modbus Query 
is taken into the protocol conversion board from the 
modbus master, and an equivalent m-bus query is sent 
to the m-bus slave device. The response generated by 
the slave is checked for TES validity,ID validity, check 
sum and frame format and then a equivalent modbus 
response is generated and transmitted to the modbus 
master. The atmega 2560 can handle 4 full duplex 
transaction channels at a time but we require only 1 full 
duplex channel for connecting the slave devices in a 
daisy chain method.The m-bus query generated by the 
protocol converter board is polled around the daisy 
chain of m-bus slaves. for showing the demo, we have 
used modscan 32 s the master system.Modbus master 
generally sends multi read(0x03) and single write(0x06) 
requests.

IV. RESPONSE ACCURACY AND LATENCY ISSUES
A.Modbus master and protocol converter section:-
One of the key issues affecting a protocol conversion 
device is the timing and latency involved in conducting 
transactions between two different networks.At a 
polling interval of 100ms the protocol converter device 
exhibits cent percent accuracy as shown in the figure 2, 
wherein the number of polls is exactly equal to the 
number of valid slave responses. When the polling 
interval is reduced to 50ms the protocol converter 
device begins to distort and disrupt the frames.The test 
case system uses 2 m-bus slave devices in a daisy chain 
configuration,as we are using a daisy chain 
configuration there is no significant delay being 
produced even if we add of more m-bus slaves to the 
protocol during the polling operation, as shown in 
Figure 4.The polling interval is modified from the 
modscan 32 software as shown in Figure 3.The data 
information obtained from the m-bus slave  is shown 
Figure 2.The type of query read(0x03) ,single 
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write(0x06),multi write(0x10) can be determined from 
the drop down menu given in the point type under the 
display definition options of modscan32 master 
software 
Figure 2:

Figure 3:

Figure 4:

The white section of frames from the master simulator 
shown in figure 3 represent the modbus query and the 
dark section of frames represent the modbus response 
received from the protocol converter board based on 
the m-bus response it receives.
B.M-bus Slave section:-
As the proposed protocol converter device used two m-
bus slave devices.Each slave device was tested to be 
responding within within 10 ms of delay using a 
separate m-bus master application by micheal rac.The 

TEA/TES(tiny encrption algorithm)[6]encryption was 
implemented using the c function modules available 
freely on the internet and only used on the data section. 
The latency involved inn calculating a TES/TEA 
encrypted data frame is minimal < 5 ms.Since the 
encrypted data frame is only formed during the long 
frame query by the protocol converter board latency is 
further reduced. Although the TEA has its own 
weakness and is said to be broken within a finite time 
period. It is practically impossible to break the 
encryption as each transaction is over within 100 ms 
and no records are kept in the slave device and the key 
used is a random key function. The slave section is 
meant to respond only during the appropriate polling 
calls for the appropriate m-bus slave device. 

V.HARDWARE IMPLEMENTATION:
Since the proposed project is more about the 

protocol conversion involved, many things involved in 
an actual modbus master and slave have been 
implemented in the hardware as shown in Figure 5.And 
the devices are not provided with line-termination 
resistance as only two m-bus slaves have been 
used.Line termination resistances are generally used as a 
means to filter the noises in a daisy chain based 
configuration.The entire cost of a protocol converter 
mostly lies on its software.The software libraries used 
have 6 different functions, each having its own part in 
creating the frames for the m-bus slave devices.    

Figure 5:

The hardware used to implement this concept is a 
low cost atmega 2560 development board by arduino 
and the the slave section is demonstrated by a atmega 
328 module.The slave section’s code is a pre-set frame 
response using a trimpot as  shown in Figure 5.

VI.CHALLENGES FACED
Testing the protocol converter’s efficiency in terms 

of latency is a big challenge as it involves measurement 
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of time to complete transactions in milliseconds.Finding 
a fairly accurate representation of an original modbus 
based BMS/BAS system was challenging. But 
modscan32 software satisfied all the requirements of a 
modbus master without any difficulty.Challenges faced 
in the m-bus section was the testing of outgoing m-bus 
protocol frames, which was being fed to the protocol 
converter board via one of the four UART channels 
supported by atmega 2560,the verfication of m-bus 
frames was done by using m-bus simulator software by 
micheal rac.    

VII. CONCLUSION
Hence we have effectively implemented a protocol 

converter device for communication between modbus 
master to m-bus slave device using modscan32 software 
from wintech as a modbus master as a substitute for the 
actual Building Automation System(BAS) and verified 
its timing latency as well as its ability to support slave 
devices connected in a daisy chain configuration.The 
protocol conversion makes use of TES algorithm on the 
basis of the importance of critical data and infrastructure 
protection mentioned by references[3][2].The concept 
of the protocol conversion gateway for modbus to m-
bus is inspired by the detailed account provided on 
protocol conversion gateway basics provided by 
reference[1].The permissibility of applying this same 
concept on other protocols makes this simple protocol 
conversion methodology more interesting and useful for 
industrial applications that involve parsing of data 
across different systems.   
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